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Various Definitions of IT Governance

| he structure, oversight and management processes which ensure the delivery of the
expected benefits of IT in a controlled way to help enhance the long term sustainable
success of the enterprise.

IT governance is the responsibility of the board of directors and executive management. It is

an integral part of enterprise governance and consists of the leadership and organisational
structures and processes that ensure that the organisation's [T sustains and extends the
organisation’s strategies and objectives.

A structure of relationships and processes (o direct and control the enterprise in order to
achieve the enterprise’s goals by adding value while balancing risk versus return over [T and
its processes,

Specifying the decision rights and accountability framework to encourage desirable
behaviours in the use of 11,

Governance is not about what decisions get made — that is management — but it is about
who makes the decisions and how they are made.

IT governance is the term used to describe how those persons entrusted with governance of
an entity will consider [T in their supervision, monitoring, control and direction of the entity.
How [T Is applied will have an immense impact on whether the entity will attain its vision,
mission or strategic goals.
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Committee 2016
1T
Programme Architecture
Assurance Advisony
Group Group _
Solutions
Design
Authority
Research Education Business Infrastructure User
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Board Board
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HOW DECISIONS ARE MADE




IT STRATEGIC PLAN




[Principles and assumptions}

h \
Efficiency Collaboration
and and

effectiveness | partnership

Agility and
resilience




Final sections

1. Vision

2. Research

3. Education: teaching and learning; the student experience
4. Widening engagement

5. Enterprise Administrative Information Systems

6. Infrastructure

7. Cybersecurity Wide consultation within University

_ and external organisations (Gartner)
8. IT service excellence
9 IT Staff and skills. Once it was agreed by Council an
Implementation plan was created
Activities within each area are
measured against the plan.
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IT Strategy Implementation Plan -
Performance Dashboard as at 30 April 2015

1. Progress in levels of maburnity scross initiat ees
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Progress in levels of maturity across initiatives

Activity level Q4, 2013/14 W Activity level Q3, 2014/15

Research Education Widening Enterprise  Infrastructure Cyber IT excellence IT staff
engagement Admin security and skills
Systems

Key: 0 - no existing activity on this initiative; 1 - initial activity (scoping or pilot phase); 2 - developing activity; 3 - now at
a level of optimising and completing the activity; 4 - benefits are being realised.




Progress Against Milestones 2014/15

. 2.10 2.11 2.12 2.13 2.14
Education ')

Widening

Engagement

Enterprise admin

systems

Infrastructure
Cybersecurity
IT Excellence

IT staff and skills

Key: On track: M Needs attention: Off track: B Not started: ™ Completed: M Taken into BAU: B Combined with another initiative: Hl
=> Status is unchanged since the last report; AN Status has improved since the last report; W: Status has declined since the last report




WHAT DECISIONS ARE MADE
ABOUT.....




IT CAPITAL PLAN (ORIGINAL)




Capital Plan background

The first time there has been a University IT Capital Plan

Underpins the IT Strategic Plan

10-year-plan developed with first five years more detailed, second 5
years more skeletal

P(hase)lis 13/14 -17/18, although 13/14 was a ‘consolidation’ year
merging various existing projects with different source of funds (PRAC
ICT Committee [PICT], UAS Information Services Board, the new IT
PRAG, and other [e.g. SSP agreed by PRAC])

P1 ‘agreed’ at £112m subject to yearly review

Funding considered in 3-year envelopes (considering
15/16,16/17,17/18)

Only projects over £1m will have commitment and spend phased across
years. Projects <£1m have full commitment in year, even if projects (and
thus spend) run into subsequent years.
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Planned IT Capital Investment by year
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Investment Segmentations Categories and Nomenclatures

The Past The Future

Replacement Regulatory Expansion Growth
Discretionary MNondiscretionary
Production/Operations New Projects
Existing Capabilities New Capabilities
Efficiency Enhancement Transformational
Infrastructure Transactional Informational Strategic
Systems of Record Systems of Differentiation Systems of Innovation
Run Compliance Grow Transform
Run Grow Transform

Source: Gartner (March 2012)



Planned annual capital spend by type
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Split by type of investment

23,818,700

Original
151949,?[}[} Plan for
full 10yrs
£19,890,000
£28,535,000
® Renewal Programme ® Further development to existing systems

m New systems = [nnovation

| ® Service Maintenance Fund
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Project organisation

IT (programme) Board

Project Board
Senior Executive Senior
Users(s) Supplier(s)
Project . ,," ==
Management \ _-” -
\ - ==
Team \ 7 ==
-
\ =
Project | Project
Assurance Manager Project
Support

Team Members

Lines of authority

---------- Lines of support / advice

—————— Project Assurance responsibility
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IT SERVICE PORTFOLIO




IT Services Portfolio

= Desktop & Mobiles

= Wireless and Internet Access
= Desktop/laptop and Printing
= Supporting Mobiles
= Working Remotely
= Working & Communicating

= Secure Use
= Email, Calendars, and Phones
= Collaborating
= Office Applications
= University Administration

= Administration Systems

= Management Reporting & Business
Intelligence

= Websites

= Supporting Learning & Teaching
= Podcasting, iTunesU, Filming,
Streaming Events
= Putting Learning Materials Online
= WebLearn
= [T Skills Training
= Websites, Mobile Apps
= Plagiarism Detection
= Working on Research

= High Performance Computing
= Data Management & Archiving
= Supporting Research Systems

=  Widening Engagement

= Getting Help & Advice

= Custom Solutions
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This is to help us describe what we do
This is not how we are structured
The Service Catalogue is a level below this




Service Governance

= Publishing new service catalogue in September

= Reviewing services in terms of
= Use
= Cost
= Quality
= Pricing models
= Delivery mechanism
= Staff

= |t will be the first time the IT Boards have fully participated in
governance of service portfolio
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Education IT Board

June 2016

Service Dashboard

College Tutarial Sustem
[(0:CaRT]

Examination Scheduling

[EMIS)

Graduate Supervision Sustem

(G53]

IT Learning Pragramme (ITLF)

Learning Techrnalogy
Conzultation

Lecture Capture
[Beplay]

Plagarism Aw areness
[iThenticates)

Student Fecords
[SITS & eVision]

Urdergraduate Admissions

(A0S5)

Virtual Learning Environment

['weblearn)

123

24

1=

-2

o o OB A0 GOD @D an @n a0 !

o B9 B9 o] Fo] F5] B9 B3] P9 F#

I5 D OB Ap A aD an ! a5 ao

Current Month

Mot Month

explainrome of khe Fiqurer.

whizhneedbo ke mitiqated.

Thir irrome information about therervice ko quantify and

There uar amajar dirruption thir month dus ko daka zenkre
irruer. Re<overy of khe rervize identificdrome irruer

A5 Ssmk
3% Raturnaf

= HBEBREEEER
L]

Mock up of service dashboards



IT GOVERNANCE FOR THE
COLLEGIATE UNIVERSITY




ABOVE THE LINE
How Conference governs IT

COMNFERENCE OF COLLEGES

A

STEERING COMMITTEE

ICTSC 14/14
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Intersection with University and College IT

Colleges ICT Steering Committee (started 2014)

Colleges’ IT Fellows Committee

College IT Managers’ Committee
ICTE Note a mixture of

joint/shared issues and

independent issues
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Information security governance

Strategy,
Direction
and Oversight

Joint Informaticn

Direction and Oversight
admeInssy pue Sunaoday

. Serurity GoVernance
Security
GOVErnance Divisional : )
and Advisory IGWGE/ISWG Conference ISWG
Security .
Operations Departments’ ST e S Information
and Delivery Delivery FAEEEILIE Sacurity Debivery
Dielfvery
' Notes | Key -
: «=  The diagram does not cover every single interaction that exists within the University and s
focuszes only on the main interactions when considering the information security agenda., i . T Termly
i - The governance struocture complements orzanisational reporting kines., i pe—— : . -
re-nligrmment
ivery Team.
[Existing fonction or Hu:ugr'ﬂwfh::l:sn:d
role in the aapestivs
fanctiona
A proposal for information security organisation and governance structures September 2014
PwC Slide 1
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Conclusions

= University governance is not straightforward

= |T Governance has been kept as streamlined as possible but has to

adopt a federated model to suit the collegiate University

= Governance in the University needs to work across a committee
structure that includes a broad set of stakeholders — each one of

whom has a say.
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